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SYNCDOG:

End-to-End Mobile
Security Solution

SyncDog offers a FIPS 140-2 Certified, AES 256 bit encrypted, end-to-end mobile security solution. The
modular solution enables organizations to custom fit their mobility policies and security measures and align

them to the specific needs of the various roles and titles of their entire employee base - down to the individual
user. Users will be better equipped to get the job done, with the data they need, with the device they have on
hand, at the moment they need to do it. It will no longer matter if the device is iOS or Android, Managed or
Un-Managed, Corporate Owned or personal (BYOD) - all can be supported through a single solution.
SyncDog protects and manages the device, detects and prevents malware/phishing and other intrusions,
encrypts and isolates all the corporate or government data/files/apps that are accessed by or stored on the
device and offers a private app store for distribution of internal native or hybrid apps. All from a single vendor,

from a single download and centrally managed in a single administrative console.

1.0 - MDM Solution

Protect and manage devices controlled by the organization.
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‘/; L 2.0 - MTD Solution
Symantec +Mobile Threat Defense (MTD) - choose between Symantec
L"id Endpoint Protection (SEP) or Zimperium.




3.0 - Trusted Mobile Workspace

SyncDog Trusted Mobile Workspace (TMW) - CERTIFIED FIPS 140-2, AES
256-bit encrypted containerized workspace that secures and isolates
corporate and sensitive data from personal information on a single device -
whether managed or unmanaged - COPE or BYOD - iOS or Android.

@ - Email Application - Full Exchange and 365 integration

- Calendar Application
- Contacts Application - Global Address List for offline access to contacts
- Notes Application
- Mobile Threat Defense - choose between Symantec Endpoint Protection
(SEP) or Zimperium
- Microsoft Teams - full integration MS Teams messaging App
- File Manager Application - Manage, View, Edit, Copy and/or Delete
files synced between a device and backend
- Briefcase Application - A shared workspace for centralized distribution
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and access to files and docs
- OneDrive Application - Integration to OneDrive
- Box Application - Integration to Box
- DropBox Application - Integration to DropBox
- File Sync Application - seamlessly sync Files between devices and backend
- Secure Browser - Securely access intranet and internet sites
- Location Services - Full GPS tracking and location-based application rules
- Chat - XMPP support
- Camera - Capture images while within the Secure Workspace
- Photo Storage - Isolate corporate use images from personal

3.1 - Secure Messaging

Full end-to-end encryption of both the messages sent, as well as the messaging
history on the device.

- Signal Messaging App

+ Microsoft Teams App

3.2 - Productivity Pack

0 Offl Ce 3 6 5 View, Edit, and/or Create content in Office 365 document formats

- Excel - View, Edit, and/or Create content in .xls
- Word - View, Edit, and/or Create content in .doc

- PowerPoint - View, Edit, and/or Create content in .ppt
@ m + PDF - View, Edit, Sign, and/or Create content in .pdf

4.0 - Application Integration Framework
Application Integration Framework - Integrate native applications into the

!: Trusted Mobile Workspace

5.0 - Private App Store
Private App Store - for both iOS Android - Distribute Native and Hybrid
apps throughout your organization without publishing them to the Apple
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